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1. Introduction

Microsoft Intune is a Mobile Device Management (MDM) & Mobile Application Management (MAM)
solution which helps to prevent leakage of corporate data from Mobile.

2. Pre-Requisite
Mobile Platform supported,

% Apple: 9.0 and later
% Android : 5.0 and later

Note: You can get Mobile OS details in Security > System - About
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3. Enroll your device in Intune.

» Install the Microsoft Intune Company Portal app on your device from App Store and Click on

Open.
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» You will also need to install another app called Microsoft Authenticator.
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» Now open Intune Company Portal app, enter your RIL Domain ID (DomainID@ril.com) and
click on Next.
(E.g. If your domain ID is rahul1.patil then enter credential “rahul1.patil@ril.com”)

» Enter your Domain password and click on Sign in to continue.
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» On the Company Access Setup page, tap Continue.
> Click on Begin to proceed further

App Store =

App Store = @ 89% )
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What can Reliance Reliance Industries Limited

Industries Limited see?

Setup Reliance Industries

® Reliance Industries Limited can Limited access
never see:

= Call and web history Let's set up your device to access your

= Email and text messages email, devices, Wi-Fi, and apps for work.
e Contacts and calendar

« Passwords You will need to:

= Photos

Get your device managed

Reliance Industries Limited requires you to
install a Management Profile to secure your

‘ Reliance Industries Limited
may see:

« Model and serial number device.

= Operating system

« App names Update device settings

= Owner and device name ! Reliance Industries Limited might need you
« Phone number for corporate devices to take action, like setting a passcode.

= Device location for lost corporate devices

Learn more Begin
Continue Postpone
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» Click on Continue to allow redirection.
» Follow the screens to successfully complete Company portal enrollment.

App Store = @ 89 (mmm Comp Portal = 4:21 PM @ 89% )

< Back & portal.manage.microsoftcom &

What's next?

1. Allow redirection to Settings

You'll be sent to Settings where you'll begin the
process of getting your device managed.

2. Install the Management Profile

You'll tap through several iOS system screens.
You need to complete this process in one
session. This profile allows Reliance Industries
Limited to apply settings to help secure your
device.

This website is trying to open Settings
to show you a configuration profile. Do

3. Allow redirection to the you want to allow this?
Company Portal

You'll be sent back to the Company Portal where
you'll complete setting up Reliance Industries
Limited access.

Ignore Allow

Learn more about what happens next

(M M .l
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Cancel Install Profile Install Enter Passcode Cancel

Management Profile

Signed by 10SProfileSigning.manage.microsoft.com

Verified v Enter your passcode

Description Install this profile to get access to your
company apps o O O O

Contains Device Enrolment Challenge

More Details
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Install

Cancel

Remote Management
Do you trust this profile’s source to
enrol your iPhone into remote
management?

Cancel
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@ safari = 4:21 PM @ 89% mmm)

Cancel Warning Install

ROOT CERTIFICATE

Installing the certificate “Microsoft Intune
Root Certification Authority” will add it to the
list of trusted certificates on your iPhone.

MOBILE DEVICE MANAGEMENT

Installing this profile will allow the
administrator at “https://
i.manage.microsoft.com/
DeviceGatewayProxy/ioshandler.ashx” to
remotely manage your iPhone.

The administrator may collect personal data,
add/remove accounts and restrictions, install,
manage and list apps, and remotely erase
data on your iPhone.

Safari = 4:21 PM @ 89% (mmm)

Profile Installed Done

Management Profile
Reliance Corporate IT Park Limited

Signed by 10SProfileSigning.manage.microsoft.com
Verified
Description Install this profile to get access to your
company apps

Contains Mobile Device Management
Device Identity Certificate
2 Certificates

More Details
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Settings = 4:21PM @ 89% ) Seie @ B

& portal.manage.microsoft.com <

Reliance Industries Limited

Setup Reliance Industries
Limited access

Let's set up your device to access your
email, devices, Wi-Fi, and apps for work.

You will need to:

Open this page in “Comp Portal”?

Get your device managed

Cancel Open o Reliance Industries Limited requires you to
install a Management Profile to secure your

device.

Update device settings
! Reliance Industries Limited might need you
to take action, like setting a passcode.

Postpone

Safari = 8 @ 88% wmm
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You're all set!

You should now have access to your email,
devices, Wi-Fi, and apps for work.

App Installation

“i.manage.microsoft.com"” is about to
install and manage the app "Microsoft o Reliance Industries Limited requires you to

Get your device managed

Authenticator" from the App Store. install a Management Profile to secure your
Your iTunes account will not be device.
charged for this app.

Update device settings

Cancel Install ° Reliance Industries Limited might need you
to take action, like setting a passcode.

Learn more about device setup

Done
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» Click on View to see all the Line-of-Business applications

Safari = @ 88% mm

o 157

Safari = 4:24 PM @ 88% (mmm)

Done & portal.manage.microsoft.con

Reliance Industries Limited

= o Reliance Industries Lim... 2

Apps
Apps
Filter By:
Q o ‘ All Categories ~ ‘
Sort By:
‘ Name Ascending ~ ‘

ppPROVA

Get your apps
Reliance Industries Limited has Approvals Company Portal

provided you with apps to help VIEW RiL RIL
with your daily tasks.

n @ M -

Apps Devices Support Notifications More
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4. Install and Configure Outlook Application.

» Open Company Portal App and install Microsoft Outlook

No SIM 4:25 PM > 87% (mm )

Done & portal.manage.microsoft.con (&

= Reliance Industries Lim... 2

Microsoft Outlook

E Microsoft Corporation

Install
_ = App Installation

“i.manage.microsoft.com” is about to
install and manage the app "Microsoft
Outlook" from the App Store.

Apps will be installed onto: RIL's Your iTunes account will not be
@ iPhone. Tap here if you are not > charged for this app.

currently using RIL's iPhone.
Cancel Install

Qutlook lets you bring all of your email accounts
and calendars in one convenient spot. Whether it's
staying on top of your inbox or scheduling the next
big thing, we make it easy to be your most
productive, organised and connected sel...

Show more

» If any previously configured email account found in Outlook then, kindly uncheck the same
and Skip.
» Enter your email ID (firstname.lastname@ril.com) and click on Add Account.

No SIM = 4:32 PM @ 84% ) No SIM = 4:32 PM @ 84% mm)
< Add Account ©)
Enter your work or personal
':.I abc . xyz@live.com ° email address.
Office 365

abc.xyz@ril.com

Add Account

Privacy & Cookies

@gmail.com @outlook.com @hotmail.com

Add Accounts

Skip

Privacy & Cookies
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» Click on Open Authenticator and select Allow

No SIM = 4:32 PM @ 84% wmm)

< Not Office 365 (2)

v “Authenticator” Would Like to

Send You Notifications
Notifications may include alerts,

. sounds and icon badges. These can be
Please Authenticate configured in Settings.

Please go to the Authenticator app
to continue. B
Don’t Allow Allow

Open Authenticator

» Click OK and Open the Microsoft Authenticator App
» Enter your domain password and click on Sign in

Outlook = @ 84% [wmm ) No SIM = 5:30 PM @ 72% wm )
< search
Microsoft
Authenticator

Microsoft Corporation

4.5 W % W W No33 4+

We gather non-personally 71 Ratings Productivit
identifiable usage data to

help us improve the app. You What's New Version History

can turn this off in settings. ]
Learn more in the FAQs Version 6.1.3 1w ago

available under the Help

menu. issues and improved the communication
reliability between the phone and the Watch.

We've addressed some common Apple Watch

OK
Preview
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No SIM = 6:26 PM @ ¥ 68% wm ) @ Outloock = 6:28 PM @ 67% mm )

& Not Office 365 (2) Cancel
B® Microsoft

abc.xyz@ril.com
Enter password

v ..............l
Forgot my password

Sign in with another account

Please Authenticate

Please go to the Authenticator app

to continue.

D
Open Authenticator one
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» Outlook will ask to configure any additional personal accounts. If yes click on Let’s do it! or
skip by selecting Maybe Later.
» Click on Turn On and Allow to receive Email and other related notifications.

Authenticator & % 6:29 PM @ 67% mm )

Add Another Account

Enable Notifications "Outlook” Would Like to Send
. Outlook uses notifications as a way to You Notifications
Would you like to add make sure that your inbox is always up Notifications may include alerts,
another account? to date. Disabling them might delay sounds and icon badges. These can be

email delivery. configured in Settings.

No, Thanks Turn On Don't Allow Allow
ieve tater
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» Your RIL email account is now configured in MS Outlook and mails will auto populate in a
couple of minutes.

No SIM = 6:30 PM @ 67% wm )
=e &
All done for the day!
Enjoy your empty inbox.
Q

» Tap on ok to continue, later you will be prompted to set a complex 4-digit passcode (you
need to remember this code).

(Eg: It will not accept simple 4-digit pin like 1111/6543, you need to set a complex 4-digit pin
like 2361/4357)

No SIM = ¢ 6:57 PM @ 60% W)

o

To access your organization's
data with this app, set a PIN.

OO0

Your IT administrator is now
helping you protect work or

school data in this app.

Your organization has not allowed you to set a
oK PIN with repeats or sequences. Ex. 123 or 111.

! 2 oo
s 2 2o
s S were
0 (6]
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5. To open attachments download the following apps on
mobile and sign-in to these apps using your corporate ID

(For additional info

refer point 7).

&

Microsoft OneDrive
Microsoft Corporation Productivity

Offers in-app purchases

Microsoft Word

Microsoft Corporation Productivity

Offers in-app purchases

Microsoft Excel
Microsoft Corporation  Productivity

Offers in-app purchases

Note: If you have Word or Excel apps already installed, please ensure you sign-out

and sign-in with your corporate ID again.

6. Preferred Intune managed apps

Microsoft Outlook — For Enterprise mail

Microsoft OneDrive — cloud storage per user

Microsoft OneNote- take down minutes of meetings

Microsoft Excel — viewing and creating spreadsheets/workbooks/csv

Microsoft Word — viewing and creating documents

Microsoft PowerPoint - viewing and creating Presentations

Microsoft SharePoint — to access SharePoint sites.

Microsoft Skype for Business — IM, Audio calls, conference calls etc.

Microsoft Teams — for team chat/meeting/Audio and video calls/ collaboration etc.
Azure Information Protection — for protected files.
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